Eduroam
O Eduroam servisu

Eduroam - educational roaming je besplatan servis za pristup Internetu. Svojim
korisnicima omogucava bezbedan, brz i jednostavan pristup Internetu Sirom sveta, bez
potrebe za otvaranjem dodatnih naloga, uz koriscenje vec postojeceg korisni¢kog imena i
lozinke kreiranih na instituciji u kojoj rade ili studiraju.

Vise informacija o Eduroam mreZi moZete pronaci na:
AMRES Eduroam servis

Zvanicni sajt
Uputstvo za podesavanje Eduroam konekcije

NAPOMENA: Uputstvo opisuje pode3avanje Eduroam konekcije za korisnike Windows XP,
Windows Vista (Windows 7), Android i Linux operativnih sistema.

Microsoft Windows XP

Otvorite prozor koji prikazuje dostupne bezi¢ne mreze. Ovaj prozor moZete otvoriti tako
Sto Cete kliknuti na ikonicu za beZi¢ne mreze. Najcesce se nalazi kod sata (system tray).

m Zatim u ovom prozoru kliknite na Change advanced settings.
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U okviru tab-a Wireless networks kliknite na dugme Add (kao na slici).

-+ Wireless Network Connection Properties E|E|

| General | Wireless MNetworks [_ﬁduancedi

lUse Windows to configure my wirgless network settings

Awailable networks:

To connect to, disconnect from, or find out more information
about wirgless networks in range, click the button below.

View Wireless Networks

Prefemed netwoarks:

Automatically connect to available netwarks in the order listed
below:

Leam about setting up wireless networ
configuration. =

| ok || cance |

U sledecem dijalogu popunite parametre kao na slici. Zatim predite na tab
Authentication u okviru istog dijaloga.



Wireless network properties

Association |.ﬁ.|_rthenticatinn || Connection

Metworke name (S510): |edumam |

[ ]Connect even if this network is not broadcasting
Wireless netwark key

This network requires a key for the following:

Metworlc Athentication: ! WPAZ v |

Data encryption: |AES e |
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Kepindex [advanced) |

| Nes KEY 1S provided for me

ol
01
o

[ ] This is @ computerto-computer (ad hoc) network; wireless
access points are not used

ok | cancel |

Podesite parametre prema uputstvu sa slike. 1z padaju¢eg menija za parametar EAP type
izaberite Protected EAP (PEAP) a zatim kliknite na Properties.



Wireless network properties

JCCeEEs [0

EAPtype: | Protected EAP (PEAF) v

g —
Properties

e

[[] Autherticate as computer when computer information is available

icate as que en user or computer information is
Authenticat st wh uter information i
== unavailable

| ok ]| cancel |

Podesite parametre prema uputstvu sa slike. Iskljucite opciju Validate server certificate.
|z padajuceg menija Select authentication method izaberite Secured password
(EAP-MSCHAP v2) i kliknite na Configure....



Protected EAP Properties

When connecting:
gialidate server certificate
|
Trusted Rook Certification Authorities
[] aaa Certificate Services ~
[ ] AC Raiz CerticAmara 5.A. =
[] AC RAIZ DNIE
[] AC RAIZ FNMT-RCM
[ ] ACEDICOM Root
[] achLe
[] Actalis Authentication CA G1 v
< | =
Select Authentication Method:
|
Secured password {EAP-MSCHAP v2) w | "
) ——
Enable Fast Reconnect
[ ]Enable Quarantine checks
[ ] Disconnect if server does not present aryptobinding TLY
oK i [ Cancel ]

Iskljucite opciju Automatically use my Windows logon name and password (and domain
if any) (kao na slici).
Kliknite na OK u ovom i svim prethodno otvorenim prozorima.

EAP MSCHAPvZ Properties

When connecting:

] Automatically use my Windows logon name and
password {and domain if any).

[ ok | cance |

Ovim je zavrSeno pode3avanje parametara Eduroam beZi¢ne mrezZe. Povezivanje na
Eduroam mreZu moZe se ostvariti izborom Eduroam mrezZe iz liste dostupnih beZi€nih
mreZa (korak 1).



15 Wireless Network Connection |£|

Hebwaik Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

<2 Setup a wireless network
for a home or small office

[al :
i Security-enable

Related Tasks To connect to this . dick Connect. You might need to enter
additional information.
i) Learn about wireless
networking
Change the order of
preferred networks ([i))
.9;5, Change advanced 'F Security-enabled wireless network (WPAZ) I.[I[I[I I
settings
(tin L
'F Security-enabled wireless network (WPAZ) IU[I[I[I
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Da biste se uspesno povezali na Eduroam mrezu potrebno je da kliknete na baloncic¢ koji
se moZe pojaviti u blizini ikonice za beZi¢ne mreZe (izgled je prikazan na slici).

7] Wireless Network Connection (%]

Click here to select a certificate or other credentials for
connection to the network eduroam

U dijalogu sa slike unesite Vasu e-mail adresu na serveru PMF u polje User name i lozinku
sa servera PMF u polje Password. Zatim kliknite na OK

Enter Credentials

User name: | | |

Password: | |

Logon domain: | |

AT Sh A
Save s user name and password Tor future use




Unosom odgovarajucih parametara i klikom na OK bice uspe3no izvrdeno povezivanje na
Eduroam mreZzu.

Microsoft Windows Vista (Windows 7)

Otvorite Network and Sharing Center. MoZete ga otvoriti na nekoliko nacina. Jedan od njih
je da levim tasterom mi3a kliknete na ikonicu za mrezne prikljucke koja se najc¢e3ce nalazi
kod sata (korak 1 sa slike), a zatim izaberite Open Network and Sharing Center (korak 2 sa
slike). Drugi nacin je da ovu opciju izaberete iz Control Panel-a.



Currently connected to:

Metwork
Internet access

Dial-up and VPN

Wireless Metwork Connection

eduroam

UNS

Open Metwork and Sharing Center

Control Panel Home z é : 5 :
View your basic network information and set up connections

Manage wireless networks EAI‘ 9 See full map
=

Change adapter sett :
ange adapter settings Multiple networks Internet

Change advanced sharing (This computer)
settings E
View your active networks Connect or disconnect
Network Access type: Internet
Public network Connections: E] Local Area Connection

Change your networking settings

ﬁl Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, er VPN connection; or set up a router or access point.

‘E. Connect to a netwark
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection.

Eeeals q Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
HemeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information,

Kliknite na Add.



Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below,

Adapter properties  Profiletypes  Metwork and Sharing Center

0 items

Ll

Kliknite na Manually create a network profile.

e =

@ 2! Manually connect to a wireless network

How do you want to add a network?

s e

i Manually create a network profile

security key (if applicable).

= This creates a new netwaork profile or locates an existing netwerk and saves a proﬂle
for the netwerk on your computer, You need to know the netwerk name (5510 and

..{-\ Create an ad hoc network
& This creates a ternporary network for sharing files or an Internet connection

U okviru sledeceg dijaloga, popunite parametre kao na slici i kliknite na Next.

Network name: eduroam
Security type: WPA2-Enterprise
Encryption type: AES




G 2! Manually connect to a wireless nem'nrk'_

Enter information for the wireless network you want to add

Network name: eduroam
Security type: [WPAZ—En_terpri_sg 'l
Encryption type: [AES vl
i Security Key: | | [T Hide characters

Start this connection automatically

Connect even if the nebwork is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Net | Cancel

U sledec¢em prozoru kliknite na Change connection settings.

@. Il Manually connect to a wireless network

Successfully added eduroam

< Change connection settings
Open the connection properties so that [ can change the settings,

U okviru tab-a Security (kao na slici), kliknite na Dugme Settings (na slici oznaceno
brojem 1).



eduroam Wireless Network Properties . u

Cnnnecﬁé Security >

Security type: | wWPA2-Enterprise - |

Encryplion type: [AES v]

Choose a network authentication method:

1
[Micrusuﬁ'. Protected EAP (PEAF) - ]

Remember my credentials for this connection each
time I'm logged on

2

|[ Advanced settings ]l

Kliknite na dugme Configure... (oznaceno na slici).



Iskljucite opcije Validate server certificate i Automatically use my Windows logon name
and password (and domain if any) (kao na slici).
Kliknite na OK u ovom i prethodno otvorenom prozoru.

- =
EAP MSCHAP2 Properties eS|

When connecting:

F Automatically use my Windows logon name and
password (and domain if ary).

0K ] | Cancel |

Kliknite na dugme Advanced settings (na slici oznaceno brojem 2).



eduroam Wireless Network Properties u

Cnnnecﬁé Security >

Security type: | wWPA2-Enterprise - |

Encryplion type: [AES v]

Choose a network authentication method:

1
[Micrusuﬁ'. Protected EAP (PEAF) - ]

Remember my credentials for this connection each
time I'm logged on

2

|[ Advanced settings ]l

| [ ox [ cance |||

U okviru tab-a 802.1X settings ukljucite opciju Specify authentication mode i iz
pripadajuceg padajuceg menija izaberite metod User authentication (kao na slici).



- e
Advanced settings u
e —
802, 1¥ settings | 802, 11 settings

Spedfy authentication mode:

[User authentication *] [ Save credentials

Delete credentials for all users

I [] Enable single sign on for this network

i@ Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds); 10 =
Allow additional dialogs to be displayed during single
sign on

| This network uses separate virtual LAMNs for machine
and user authentication

| Ok, I[ Cancel ]

Kliknite na OKu ovom i prethodno otvorenom prozoru. Ovim je zavrSeno pode3avanje
parametara za pristup Eduroam mreZi. U okviru sledeceg zahteva za povezivanje na
Eduroam mrezu, Windows Vista (Windows 7) ¢e od Vas traZiti da unesete korisni¢ko ime i
lozinku. Unesite Vasu e-mail adresu na serveru PMF u polje User name i lozinku sa
servera PMF u polje Password.



Android

U okviru pode3avanja za mreZe na Vasem uredaju pritisnite na eduroam.

eduroam

Secured with 802.1x

UNS

Secured with WEAZ

Secured with WPA/WPAZ2

Secured with WPAZ

Secured with WPA2 (WPS
available)

)

U okviru sledeceg dijaloga, popunite parametre kao na slici.

Security: 802.1x EAP
EAP method: PEAP
Phase 2 authentication: MSCHAPV2



eduroam

Signal strength

Good

Security

802.1x EAP
EAP method

PEAP

Phase 2 authentication

MSCHAPV2

CA certificate

(unspecified)

User certificate

(unspecified)

Connect

U nastavku, unesite Vasu e-mail adresu na serveru PMF u polje Identity i lozinku sa
servera PMF u polje Password i pritisnite na Connect.



Aroairm

User certificate

(unspecified)

Identity

Anonymous identity

Passwort i

Show password

Show advanced options

Cancel Connect




Linux (Ubuntu)

Kliknite na ikoicu za mreZna pode3avanja, izaberite eduroam mrezu i podesite Wi-Fi
Security podesavanja kao na sledecoj slici:

Connection name: | eduroam

General WiFi | Wi-FiSecurity | IPv4 Settings = IPv6 Settings

Security: WPA & WPA2 Enterprise A
Authentication: Protected EAP (PEAF) A

Anonymous identiky:

CA certificate: (None) |;
PEAP version: Automatic T
Inner authentication: | MSCHAPv2 v
Username:

Password: —_—

(] Ask For this password every time

() Show password

Cancel Save...

Username je vasa PMF, odnosno departmanska e-mail adresa.

Ukoliko se pri povezivanju pojavi pitanje o sigurnosnom sertifikatu, kliknite na “lgnore” i
selektujte "Don't warn me again”.

nm-connection-editor

G No Certificate Authority certificate chosen

Mot using a Certificate Authority (CA) certificate can result in connections to insecure, rogue
Wi-Fi networks. Would you like to choose a Certificate Authority certificate?

[ Den't warn me again

lgnore Choose CA Certificate




